
Recent Exploits and Attacks



List

• www.databreaches.net/nullcrew-attack-on-bell-canada-was-sql-injection-
and-bell-knew-weeks-ago-nullcrew

• http://blog.strategiccyber.com/2013/04/01/wrccdc-a-red-team-members-
perspective/

• http://www.bbc.co.uk/news/technology-25780908

• http://blog.sucuri.net/2013/11/google-bots-doing-sql-injection-
attacks.html

• https://blogs.rsa.com/dissecting-tactics-techniques-advanced-adversary/

• http://www.fireeye.com/blog/technical/2013/11/new-ie-zero-day-found-in-
watering-hole-attack.html

• http://www.imperva.com/docs/HII_PHP_SuperGlobals_Supersized_Trouble
.pdf
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More List

• http://arstechnica.com/security/2013/08/unpatched-mac-bug-gives-attackers-
super-user-status-by-going-back-in-time/

• http://packetstormsecurity.com/files/122965

• Target
– http://krebsonsecurity.com/2014/01/a-first-look-at-the-target-intrusion-malware/
– https://krebsonsecurity.com/2014/01/new-clues-in-the-target-breach/
– http://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/

• http://news.yahoo.com/neiman-marcus-latest-victim-security-breach-
163741250.html

• http://www.darkreading.com/privacy/yahoo-reports-breach-of-customer-
databas/240165877

• http://news.cnet.com/security/

• http://www.databreachtoday.com/news
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